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ACTION OC-06 

INEO OCT-01 ARA-06 ISO-00 CCO-00 SY-05 OCL-00 /018W 

097329 

R 232145Z SEP 76 
PM AMEMBASSY BOGOTA 
TO SECSTATE WASHDC 7519 
INEO AMEMBASSY PANAMA 

CONPIDENTIAL BOGOTA 9723 

PANAMA POR RSS FROM RSO 

STATE POR A/OC/ARA/RCO AND A/SY/PO PROM RSO 

E.O. 11652: GDS 

TAGS: ACOM, ASEC, PN, CO 

SUBJ: ACCESS TO RESTRICTED COMMUNICATIONS AREA 

REF: STATE 234680 

1 . IN RESPONSE TO YOUR QUERY, POST FAILS TO UNDERSTAND 
WHAT HAS PROMPTED ISSUES RAISED REPTEL. 

2. NO NON-US CITIZEN PERSONNEL HAVE BEEN GRANTED ACCESS 
TO THE RESTRICTED COMMUNICATIONS AREA; THE DAY GATE 
(LEADING INTO THE ANTEROOM) COMBINATION HAS ONLY BEEN 
GIVEN TO SOME AMERICANS IN THE MISSION WITH THE "NEED 

TO KNOW" AND CERTAINLY NOT TO ANY COLOMBIAN LOCAL EMPLOYEES; 
THE XEROX COPIER WAS MOVED PROM THE POYER INTO THE CRU 
AREA NINE MONTHS AGO AFTER THE ARRIVAL OP THE 
NEW CRO. 

3. RSO ONLY BEEN IN BOGOTA ONE MONTH; HOWEVER, AS 
RESPONSIBLE OPPICER POR SECURITY OF COMMUNICATIONS 
AREA, IT WOULD BE APPRECIATED IP "REAL" OR 
POTENTIAL SECURITY DEPICIENCIES AT THIS POST BE TAKEN 
UP WITH THE SECURITY OPPICER BY DEPARTMENT OP STATE 
PERSONNEL OR OTHER AGENCIES’ PERSONNEL CONDUCTING 
INSPECTIONS. 
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